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International filing date (day^onth^^ear) 
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International Patent Classification (IPC) or both national classification and IPC 
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1 This international preliminary examination report has been prepared by this International Preliminary Examining 
Authority and Is transmitted to the applicant according to Article 36. 
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□ This report Is also accompanied by ANNEXES, I.e. sheets of the description, claims andbr drawings which ha^^^ 
been amend^^ and are the basis for this report andA)r sheets containing rectifications made before this Authority 
(see Rule 70.16 and Section 607 of the Administrative Instructions under the PCT). 

These annexes consist of a total of sheets. 



3. This report contains indications relating to the following Items: ^ 

Basis of the opinion 
Priority 

Non-establishment of opinion with regard to novelty, inventive step and Industrial applicability 
Laci< of unity of invention 

Reasoned statement under Rule 66.2(a)(ii) with regard to novelty, Inventive step or industrial applicability; 

citations and explanations supporting such-statement - — - 

Certain documents cited 
Certain defects in the international application 
Certain observations on the International application 
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Date of completion of this report 
18.08.2004 



Name and mailing address of the international 
preliminary examining authority: 

European Patent Office 
D-80298 Munich 

Tel. +49 89 2399 - 0 Tx: 523656 epmu d 
k^ax: +49 69 2399 - 4465 



Authorized Officer 
Wiedmeyer, V 



Telephone No. +49 89 2399-2273 



Form PCTyiPEA/409 (Cover Sheet) (January 2004) 



INTERNATrONAL PRELIMINARY 
EXAMINATION REPORT 



International application No. PCTyNO 03700167 



I. Basis of the report 

1. With regard to the elements of the international application (Replacement sheets which have been furnished to 
the receiving Office in response to an invitation under Article 14 are referred to in this report as "originally filed" 
and are not annexed to this report since they do not contain amendments (Rules 70.16 and 70. 17)): 



Description, Pages 

1-17 as published 

Claims, Numbers 

1-27 as published 

Drawings, Sheets 

1/10-10/10 as published 

With regard to the language, all the elennents marked above were available or furnished to this Authority in the 
language in which the international application was filed, unless otherwise indicated under this item. 

These elements were available or furnished to this Authority in the following language: , which Is: 

□ the language of a translation furnished for the purposes of the international search (under Rule 23.1 (b)). 

□ the language of publication of the international applfcation (under Rule 48.3(b)). 

□ the language of a translation furnished for the purposes of international preliminary examination (under 
Rule 55.2 and)br 55.3). 

With regard to any nucleotide and)br amino acid sequence disclosed In the International application, the 
international preliminary examination was carried out on the basis of the sequence listing: 

□ contained in the International application In written form. 

□ filed together with the intemational application in computer readable form. 

□ furnished subsequently to this Authority in written form. 

□ furnished subsequently to this Authority -in computer readable form. - 

□ The statement that the subsequently furnished written sequence listing does not go beyond the disclosure 
In the international application as filed has been furnished. 

□ The statement that the information recorded in computer readable form is identical to the written sequence 
listing has been furnished. 



~4. The amendments have resulted1nthe"cancellatioTi of: 

□ the description, pages: 

□ the claims, Nos.: 

„ □ the drawings, sheets: 



Form PCT/iPEA/409 (January 2004) 



BEST AVAILABLE COPY 



INTERNATIONAL PRELIMINARY 
EXAMINATION REPORT 
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5. □ This report has been established as if (some of) the amendments had not been made, since they have 

been considered to go beyond the disclosure as filed (Rule 70.2(c)). 

(Any replacement sheet containing such amendments must be referred to under item 1 and annexed to this 
report.) 

6. Additional observations, if necessary: 

V. Reasoned statement under Article 35(2) with regard to novelty, inventive step or industrial applicability; 
citations and explanations supporting such statement 

1. Statement 

Novelty (N) Yes: Claims 1-27 

No: Claims 

Inventive step (IS) Yes: aalms 1-27 

No: Claims 

- — h=idustr4al-applieabiHty-(l/^ Yes: Claim s 4-27 — 

No: Claims 

2. Citations and explanations 
see separate sheet 
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Re Item V 

" Reasoned statement under Article 35(2) PCT with regard to novelty, inventive 
step or industrial applicability; citations and explanations supporting such 
statement 



The following document has been considered for the purposes of this report: 
D1: WO-A-00/46666 



1, Independent Claims 1 , 10, 16, 19, 21 and 24 relate to an improvement of a 
- conventional method of uploading code of a software application onto an external 
unit for execution, by sequentially and automatically uploading a plurality ot 
different independently executable blocks of protected code to the external unit, 
each block of the protected code having a function call with arguments that are 
encrypted executable machine code, and decrypting and executing the blocks in 
the external unit using only the processor and the memory of the external unit. . 

In the present case, however, it would have been appropriate to define the 
invention in only one Independent method claim taldng into account that the 
following features are well-known In the art (see document D1): 

method of executing software code of a software program on an external unit, 
\A^erein the external unit is in communication with a computer, the computer 
including a memory for holding the software code, and the external unit including 
an input/output for communication with the computer, a processor and a memory; 

and that the invention is distinguished from the aforementioned prior art in that 



protected software code is parsed into a plurality of different blocks of code, each 
block of the protected software code being independently executable and having a 
function call with arguments that are encrypted executable machine code, the 
blocks are sequentially and automatically uploaded to the memory of the extemal 
unit and decrypted and executed in the external unit using only the processor and 
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the memory of the extemal unit, wherein subsequent blocks of code ovenwrlte 
.- previously uploaded blocks of code in the memory of the external unit. 

Only with these features it is possible to achieve the object of the invention. I.e. to 
upload dynamically, at runtime, protected blocks of software code to a secure 
extemal unit (e.g. a smart card) for decryption and execution so that a secure co- 
processor environment is provided and the software code to be executed in the 
extemal unit Is not constrained by the size of the memory in the extemal unit. 



2. Claims 2 - 9, 1 1 - 1 5, 1 7, 1 8, 20, 22, 23 and 25 - 27 contain modifications of the 
inventive idea and would also meet the requirements of Article 33(2) and (3) PCT. 
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RRYN & AARFLOT AyS 
P.O. Box 449 Sentrum 
0104 Oslo - 
NORVEGE 

Brym Aarflot as 
20 AU6.200<t 


PCT 

NOTIFICATION OF TRANSMITTAL OF 
THE INTERNATIONAL PRELIMINARY 
EXAMINATION REPORT 

(POT Rule 71.1) 


Date of malting 

(dayJtnonth^ear) 1 8.08.2004 


Applicant's or agent's file reference 
107888yKR 


IMPORTANT NOTIFICATION 


International application No. 
PCT/NO 03/00167 


International filing date (dayAnonth^ear) 
22.05.2003 


Priority date (dayAnonth^ear) 
01.07.2002 


Applicant 

SOSPITA AS et al. 



1 . The applicant is hereby notified that this International Preliminary Examining Authority transmits herewith the 

international preliminary examination report and its annexes, if any, established on the international 
application: 



2. A copy of the report and its annexes, if any, is being transmitted to the International Bureau for 
communication to all the elected Offices. 



3. Where required by any of the elected Offices, the International Bureau will prepare an English translation of 
the report (but not of any annexes) and will transmit such translation to those Offices. 



4. REMINDER 

The applicant must enter the national phase before each elected Office by performing certain acts (filing 
translations and paying national fees) within 30 months from the priority date (or later in some Offices) 
(Article 39(1)) (see also the reminder sent by the International Bureau with Form PCTyiB/301). 

Where a translation of the international application must be furnished to an elected Office, that translation 
must contain a translation of any annexes to the international preliminary examination report. It is the 
applicant's responsibility to prepare and furnish such translation directly to each elected Office concerned. 

For further details on the applicable time limits and requirements of the elected Offices, see Volume II of the 
PCT Applicant's Guide. 

The applicant's attention is drawn to Article 33(5), which provides that the criteria of novelty, inventive step 
and industrial applicability described in Article 33(2) to (4) merely serve the purposes of international 
preliminary examination and that "any Contracting State may apply additional or different criteria for the 
purposes of deciding whether, in that State, the claimed inventions is patentable or not" (see also Article 
27(5)). Such additional criteria may relate, for example, to exemptions from patentability, requirements for 
enabling disclosure, clarity and support for the claims. 



Name and mailing address of the international 
preliminary examining authority: 



European Patent Office 

D-8Q29 8 Mu n ic h 

Tel. +49 89 2399 - 0 Tx: 523656 epmu d 
Fax: ■I-49 89 2399 - 4465 



Authorized Officer 



MONTANES VILLANUEVA 



Tel. 449 89 2399-2934 
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COD ETi IQTUPD AmnM Notification of Transmittal of International 
run run i ncn i lun preliminary Examination Report (Fomi PCT/tPEAMI 6) 


International apptication No. 
PCT/NO 03/00167 


International filing date (day^onth/^ear) 
22.05.2003 


Priority date (dayjfnonth^ear) 
01.07.2002 


International Patent Classification (IPC) or both national classification and IPC 
G07F7/10 


Applicant 

SOSPITAASetal. 



1 . This ir^ternational preiiminary examination report has been prepared by this International Preliminary Examining 
Authority and is transmitted to the applicant according to Article 36. 
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This report is also accompanied by ANNEXES. I.e. sheets of the description, claims ancUDr drawings which have 
been amended and are the basis for this report andJor sheets containing rectifications made before this Authority 
(see Rule 70.16 and Section 607 of the Administrative Instmctlons under the PCT). 



These annexes consist of a total of sheets. 



3. This report contains Indications relating to the following items: 

Basis of the opinion 
Priority 

Non-estabiishment of opinion with regard to novelty, inventive step and industrial applicability 
Lacl< of unity of invention 

Reasoned statement under Rule 66.2(a}(ii) with regard to novelty, inventive step or Industrial applicability; 
citations and explanations supporting such statement - 

Certain documents cited 

Certain defects in the international application 

Certain observations on the international application 
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Fax: +49 6a 2399-4465 



Authorized Officer 



Wiedmeyer, V 
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INTERNATIONAL PRELIMINARY 
EXAMINATION REPORT 



International application No. PCTyNO 03A)01 67 



I. Basis of the report 

1 . With regard to the elements of the international application (Replacement sheets wtiich have been furnished to 
the receiving Office in response to an invitation under Article 14 are referred to in this report as "originally filed" 
and are not annexed to this report since they do not contain amendments (Rules 70, 16 and 70. 1 7)): 

Description, Pages 

1-17 as published 

Claims, Numbers 

1-27 as published 

Drawings, Sheets 

1/10-10/10 as published 

2. With regard to the language, all the elements marked above were available or furnished to this Authority in the 
language in which the international application was filed, unless otherwise indicated under this item. 

These elements were available or furnished to this Authority in the following language: , which is: 

□ the language of a translation furnished for the purposes of the international search (under Rule 23.1 (b)). 

□ the language of publication of the international application (under Rule 48.3(b)). 

□ the language of a translation furnished for the purposes of international preliminary examination (under 
Rule 55.2 and/or 55.3). 

3. With regard to any nucleotide andA>r amino acid isequence disclosed in the international application, the 
international preliminary examination was carried out on the basis of the sequence listing: 

□ contained in the international application in written form. 

□ filed together with the international application in computer readable fomi. 

□ furnished subsequently to this Authority in written form. 

□ furnished subsequently to this Authority in computer readable form. 

□ The statement that the subsequently furnished written sequence listing does not go beyond the disclosure 
in the international application as filed has been furnished. 

□ The statement that the information recorded in computer readable form is identical to the written sequence 
listing has been furnished. 

4. The amendmentsiiave resulted in the cancellation of: " 

□ the description, pages: 

□ the claims, Nos.: 

□ the drawings, sheets: 
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5. □ This report has been established as if (some of) the amendments had not been made, since they have 

been considered to go beyond the disclosure as filed (Rule 70.2(c)). 

(Any replacement sheet containing such amendments must be referred to under item 1 and annexed to this 
report.) 

6. Additional observations, if necessary: 

V. Reasoned statement under Article 35(2) with regard to novelty, inventive step or industrial applicability; 
citations and explanations supporting such statement 

1. Statement 

Novelty (N) Yes: Claims 1-27 

No: Claims 

Inventive step (IS) Yes: Claims 1-27 

No: Claims 

— lndustrial-applieability-{!A) Ye s: Cla ims 1-27 

No: Claims 

2. Citations and explanations 
see separate sheet 
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Re Item V 

Reasoned statement under Article 35(2) PCT with regard to novelty, inventive 
step or industrial applicability; citations and explanations supporting such 
statement 



The following document has been considered for the purposes of this report: 
D1: WO-A-00/46666 



1. Independent Claims 1, 10, 16, 19, 21 and 24 relate to an improvement of a 

conventional method of uploading code of a software application onto an external 
uriirfor execution, by sequentianyand automatically uploading a plurality of 
different independently executable blocks of protected code to the external unit, 
each block of the protected code having a function call with arguments that are 
encrypted executable machine code, and decrypting and executing the blocks in 
the external unit using only the processor and the memory of the external unit. 

In the present case, however, it would have been appropriate to define the 
invention in only one independent method claim taking into account that the 
following features are well-known in the art (see document D1): 

method of executing software code of a software program on an external unit, 
wherein the external unit is in communication with a computer, the computer 
including a memory for holding the software code, and the extemal unit including 
an input/output for communication with the computer, a processor and a memory; 

and that the invention is distinguished from the aforementioned prior art in that 



protected software code is parsed into a plurality of different blocks of code, each 
block of the protected software code being independently executable and having a 
function call with arguments that are encrypted executable machine code, the 
blocks are sequentially and automatically uploaded to the memory of the external 
unit and decrypted and executed in the extemal unit using only the processor and 
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the memory of the external unit, wherein subsequent blocks of code overwrite 
previously uploaded blocks of code in the memory of the external unit. 

Only with these features it is possible to achieve the object of the invention, i.e. to 
upload dynamically, at runtime, protected blocks of software code to a secure 
extemal unit (e.g. a smart card) for decryption and execution so that a secure co- 
processor environment is provided and the software code to be executed in the 
extemal unit is not constrained by the size of the memory in the extemal unit. 



2. Claims 2 - 9, 1 1 - 15, 17, 18, 20, 22, 23 and 25 - 27 contain modifications of the 
inventive idea and would also meet the requirements of Article 33(2) and (3) PCT. 
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BrynAarflotas 
19 JAN. 2003 





Applicant's or agent's file leference 
107888/KR 



IMPORTANT NOTICE 



Ihtemaiional application No. 
PCT/NO2003/000167 



Intemaiional filing date (day/month/year) 
22 May 2003 (22.05.2003) 



Priority dale {dayMionxh/\ear) 

01 July 2002 ((31.07.2002) 



Applicant 



SOSPITA AS et al 



1. Notice is hereby given that the International Bureau has conununicated, as provided in Article 20, the international application to the 
following designated Offices on the date indicated above as the dale of mailing of this notice: 

AU, AZ. BY, CH, ON. CO. DE, DZ. EP, HU, JP, KG, KP. KR, MD. MK. MZ, RU. TM. US 

In accordance with Rule 47. 1(c), third sentence, those Offices will accept the present notice as conclusive evidence that the communication 
of the international application has duly taken place on the date of mailing indicated above and no copy of the international application is 
required to be furnished by the applicant to the designated Of5ce(s). 

2. The following designated Offices have waived the requirement for such a communication at this time: 

AE, AG. AL, AM, AP, AT, BA, BB, BG, BR. BZ, CA, OR, CU, CZ, DK, DM. EA. EC, EE, ES, FI, GB, GD, GE, GH. GM, 
HR, ID. IL, IN. IS, KE, KZ. LC. LK, l_R, LS, LT. LU. LV, MA, MG. MN. MW, MX. Nl, NO, NZ, OA. OM, PH, PL. PT. RO, 
SC, SD, SE, SG. SK, SL. TJ, TN. TR. TT, TZ. UA. UG. UZ, VC. VN. YU. ZA. ZM, ZW 

The communication will be made to those Offices only upon their request Furthermore, those Offices do not require the ^plicant to 
furnish a copy of the international application (Rule 49.I(a-6Ls)). 

3. Enclosed with this notice is a copy of the intemaional application as published by the International Bureau on 
08 January 2004 (08.01 .2004) under No. WO 2004/003861 

4. TIME LIMITS for filing a demand for intemaCiona] preliminary examination and for entry into the national phase 

The applicable time limit for entering the national phase will, subject to what Is said in the foDowing paragraph, be 30 MONTHS from 
the priority date, not only in respect of any elected Office if a demand for international preliminary examination is filed before the 
expiration of 19 months from the priority date, but also in respect of any designated Office, in the absence of filing of such demand, where 
Article 22(1) as modified with effect from 1 April 2002 applies in respect of that designated Office. For further details, see PCT Gazette 
No. 44/2001 of 1 November 2001, pages 19926, 19932 and 19934. as well as the PCT Newsletter, October and November 2001 and 
February 2002 issues. 

In practice, time Umits other than the 30-montb time limit will continue to apply, for various periods of time, in respect of certain 
designated or elected Offices. For regular updates on the applicable time limits (20, 21, 30 or 31 months, or other time limit), Office by 
Office, refer to the PCT Gazette, the PCT Newsletter and the PCT Applicant's Guide, Volume II, National Chqjiers, all available from 
WlPO's Internet site, at httpy/www.wipo.ini/pct/en/index.htm]. 

For filing a demand for international preliminary examination, see the PCT Applicant's Guide, Volume I/A, Chapter IX. Only an 
applicant who is a national or resident of a PCT Contracting State which is bound by Chapter H has the right to file a demand for 
international preliminary examination (at present, all PCT Contracting States are bound by Chapter U). 

It is the spplicant's sole responsibOity to monitor all these lime limits. 



The International Bureau of WIPO 
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Minimum documentation searched (classification system followed by classification symbols) 
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Documentation searched other than minimum documentation to the extent that such documents arc included in the fields searched 
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Electronic dau base consulted during the international search (name of data base and, where practicable, search terms used) 
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C. DOCUMENTS CONSIDERED TO BE RELEVANT 



Category* 



atation of document, with indication, where appropriate, of the relevant passages 



Relevant to claim No. 



WO 0068902 Al (MICROSOFT COPR). 16 November 2000 
(16,11.00). page 4, line 1 - page 5, line 12, 
figures 3,5, claims 1-2, abstract 



1-27 



WO 0046666 A2 (SUN MICROSYSTEMS, INC), 

10 August 2000 (10.08.00), page 2, line 8 
line 14, claim 1, abstract 



WO 9852160 A2 (MONDEX INTERNATIONAL LTD), 
19 November 1998 (19.11.98), page 5, 
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abstract 



" page 4, 
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fxl Further documents are Usted in tiie continuation of Box C. See patent family annex, 



♦ Special categories of cited documents: 

* A' document defining the general state of the art wtaich is not con^dered 

to be of particular relevance 

"E* eariler qi>plication or patent but published on or after the international 
filing date 

'L* document which may throw doubts on priority claini(s> or which is 
cited to establish the publication date of another dtatian or other 
special reason (as specified} 

*0' document refening to an oral disclosure, use, exhibition or other 
means 

*P' document published prior to the international filing date but later than 
the priority date claimed 



^ later document published alter the international filing date or priority 
date Mid not in conflict with the application but cited to understand 
the principle or theory underlying the invention 

'X* document of particular relevance: the claimed invention cannot be 
considered novd or cannot be considered to involve an inventive 
step u^en the document is taken alone 

*Y* document of particular relevance: the claimed invention cannot be 
considered to involve an inventive step when the document is 
combined with one or more other such documents, such combination 
being obvious to a person skilled in the art 

"&* document member of the same patent family 
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